


Roman Bögli, Jonas Spieler, Timo Kehrer

Software Engineering Group (SEG), University of Bern, Switzerland

BF-CBOM: Uncovering 
Cryptographic Assets Through 

Comparative CBOM Analysis at Scale

ICPC’26, Rio de Janeiro, Brazil



Prologue



Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo 4



Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo 5



Protagonist



Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo 7



Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo 8

piece of software

defining 
source code

dependencies

CBOM generator resulting CBOM



BF-CBOM (our tool)



batch-generate CBOMs



batch-generate CBOMs



analyze & visualize



explore & compare



explore & compare



explore & compare



explore & compare

???



BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale

https://py.md/QzsZ5https://py.md/besLc

http://youtu.be/-YdBPHsyymU
http://youtu.be/-YdBPHsyymU
http://youtu.be/-YdBPHsyymU
http://youtu.be/-YdBPHsyymU
https://romanboegli.ch/assets/pdf/Boegli_2026_BFCBOM_ICPC.pdf
https://romanboegli.ch/assets/pdf/Boegli_2026_BFCBOM_ICPC.pdf
https://romanboegli.ch/assets/pdf/Boegli_2026_BFCBOM_ICPC.pdf
https://romanboegli.ch/assets/pdf/Boegli_2026_BFCBOM_ICPC.pdf


Attribution-ShareAlike 4.0 International (CC BY-SA 4.0)
You are free to:

Share: copy and redistribute the material in any medium or format

Adapt: remix, transform, and build upon the material for any purpose, even commercially.

Under the following terms:

Attribution  You must give appropriate credit, provide a link to the license, and indicate if changes 
were made. You may do so in any reasonable manner, but not in any way that 
suggests the licensor endorses you or your use.

ShareAlike If you remix, transform, or build upon the material, you must distribute your 
contributions under the same license as the original.

No additional restrictions  You may not apply legal terms or technological measures that legally 
restrict others from doing anything the license permits. 

https://creativecommons.org/licenses/by-sa/4.0/



Appendix



BF-CBOM‘s System Architecture
Appendix



21

CBOM Generation Techniques
Appendix

“extended Berkeley Packet Filter”, i.e., 
sandboxed Linux kernel interface for 

efficient, low-overhead runtime tracing

• Current CBOM generators are quite trivial 
and mostly static

• Detecting cryptographic assets 
on runtime demands academic attention

W. Dan, «Dynamic CBOM: A Survey of 
Cryptographic Bill of Materials Generation 
and a Runtime Proof-of-Concept», 
Master’s Thesis, University of Bern, 2026.

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo
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IBM‘s CBOMKit
Appendix

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

IBM,  CBOMkit. GitHub. https://github.com/PQCA/cbomkit

https://github.com/PQCA/cbomkit
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Comparative Results (1/3)
Appendix
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Comparative Results (2/3)
Appendix
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Comparative Results (3/3)
Appendix
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Google Trends
Appendix

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo
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no one cares about 
CBOMs (yet)...
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Challenges
Appendix

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

• How does our IT infrastructure look like?
‒ Which software components run where and how do they interact?
‒ Which internal/external parties are involved?
‒ Who and/or what has what kind of user rights on what?

• How does our cryptographic posture look like?
‒ Where and how is what kind of data stored?
‒ Which cryptographic assets/primitives are where in use?
‒ How do the thread models look like on these cryptographic point of interests?

• How can we become cryptographically agile?
‒ What needs where to be done to seamlessly transition between primitives?
‒ How, where, and when shall we move towards post-quantum cryptography?
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Crypto-Agility as Broader Topic
Appendix

D. Ott, C. Peikert, and other workshop participants, “Identifying Research 
Challenges in Post Quantum Cryptography Migration and Cryptographic 
Agility.” arXiv, Sep. 16, 2019. doi: 10.48550/arXiv.1909.07353.

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

https://doi.org/10.48550/arXiv.1909.07353
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CycloneDX
Appendix

S. Springett, “CycloneDX v1.6 Released, Advances Software Supply Chain Security with Cryptographic Bill of Materials and Attestations,” OWASP. Accessed: Apr. 10, 2024. 
[Online]. Available: https://owasp.org/blog/2024/04/09/CycloneDX-v1.6-Released.html

• “CycloneDX v1.6 simplifies the discovery, management, and reporting of 
cryptographic assets, laying the groundwork for migration to quantum-safe 
systems and applications. It facilitates the identification of weak 
cryptographic algorithms, promotes cryptographic agility, and ensures 
compliance with evolving cryptographic policies and advisories like CNSA 
2.0, aligning with recommendations from NIST.”

• “CBOM is the first open standard to describe an organizations’ 
cryptographic assets inventory, and their dependencies, giving 
organizations deeper visibility into the cryptography they use, enabling 
them to assess their quantum readiness, and to consider actionable steps 
towards becoming quantum safe.”

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

https://owasp.org/blog/2024/04/09/CycloneDX-v1.6-Released.html
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https://owasp.org/blog/2024/04/09/CycloneDX-v1.6-Released.html
https://owasp.org/blog/2024/04/09/CycloneDX-v1.6-Released.html
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CycloneDX‘s CBOM Standard
Appendix

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

OWASP, “Authoritative Guide to CBOM: Implement Cryptography Bill of Materials for Post-Quantum Systems and Applications,” 
CycloneDX Feature Working Group on Cryptography, First Edition, Apr. 2024.

https://cyclonedx.org/guides/OWASP_CycloneDX-Authoritative-Guide-to-CBOM-en.pdf
https://cyclonedx.org/guides/OWASP_CycloneDX-Authoritative-Guide-to-CBOM-en.pdf
https://cyclonedx.org/guides/OWASP_CycloneDX-Authoritative-Guide-to-CBOM-en.pdf
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Notable Publications (1/3)
Appendix

D. Ott, C. Peikert, and other workshop participants, “Identifying 
Research Challenges in Post Quantum Cryptography Migration 
and Cryptographic Agility.” arXiv, Sep. 16, 2019. doi: 
10.48550/arXiv.1909.07353.

R. Niederhagen and M. Waidner, “Practical post-quantum 
cryptography,” Fraunhofer SIT, 2017, [Online].

M. Campagna et al., “Quantum Safe Cryptography and Security: 
An introduction, benefits, enablers and challenges,” European 
Telecommunications Standards Institute, vol. 8, pp. 1–64, 2015.

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

https://doi.org/10.48550/arXiv.1909.07353
https://www.fraunhofer.sg/content/dam/singapur/FWS/FWS01-PQC/Practical_PostQuantum_Cryptography_WP_FraunhoferSIT.pdf
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Notable Publications (2/3)
Appendix

D. Joseph et al., “Transitioning organizations to post-
quantum cryptography,” Nature, vol. 605, no. 7909, pp. 
237–243, May 2022, doi: 10.1038/s41586-022-04623-2.

BSI, “Migration zu Post-Quanten-Kryptografie,” Bundesamt für 
Sicherheit in der Informationstechnik (BSI), Bonn, Aug. 2020. [Online]. 

W. Barker, W. Polk, and M. Souppaya, “Getting Ready for Post-Quantum 
Cryptography: Explore Challenges Associated with Adoption and Use of 
Post-Quantum Cryptographic Algorithms,” The Publications of NIST Cyber 
Security White Paper (DRAFT), CSRC, NIST, GOV, vol. 26, 2020, [Online].

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

https://www.nature.com/articles/s41586-022-04623-2
https://www.nature.com/articles/s41586-022-04623-2
https://www.nature.com/articles/s41586-022-04623-2
https://www.nature.com/articles/s41586-022-04623-2
https://www.nature.com/articles/s41586-022-04623-2
https://www.nature.com/articles/s41586-022-04623-2
https://www.nature.com/articles/s41586-022-04623-2
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Krypto/Post-Quanten-Kryptografie.html?nn=132646
http://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04282021.pdf
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Notable Publications (3/3)
Appendix

• K. Petrenko, A. Mashatan, and F. Shirazi, “Assessing the quantum-resistant cryptographic agility of routing
and switching IT network infrastructure in a large-size financial organization,” J. Inf. Secur. Appl., vol. 46, 
pp. 151–163, 2019, doi: 10.1016/J.JISA.2019.03.007.

• S. Paul and M. Niethammer, “On the importance of cryptographic agility for industrial automation,” Autom., 
vol. 67, no. 5, pp. 402–416, 2019, doi: 10.1515/AUTO-2019-0019.

• K. Heid, J. Heider, M. Ritscher, and J.-P. Stotz, “Tracing cryptographic agility in android and iOS apps,” in 
Proceedings of the 9th international conference on information systems security and privacy, ICISSP 2023, 
lisbon, portugal, february 22-24, 2023, P. Mori, G. Lenzini, and S. Furnell, Eds., SciTePress, 2023, pp. 38–45. 
doi: 10.5220/0011620000003405.

• D. Ott, K. Paterson, and D. Moreau, “Where is the research on cryptographic transition and agility?,” 
Commun. ACM, vol. 66, no. 4, pp. 29–32, 2023, doi: 10.1145/3567825.

• A. Silonosov and L. Henesey, “Towards cryptographic agility manifesto in end-to-end encryption systems: 
a position paper from the perspective of crypto-consumers,” in IEEE conference on dependable, autonomic
and secure computing, DASC 2024, boracay island, philippines, november 5-8, 2024, IEEE, 2024, pp. 65–72. 
doi: 10.1109/DASC64200.2024.00015.

• J. Cho, C. Lee, E. Kim, J. Lee, and B. Cho, “Software-defined cryptography: A design feature of
cryptographic agility,” CoRR, vol. abs/2404.01808, 2024, doi: 10.48550/ARXIV.2404.01808.

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo

https://doi.org/10.1016/J.JISA.2019.03.007
https://doi.org/10.1515/AUTO-2019-0019
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Terminology
Appendix

Cryptographic Agility
(crypto-agility)

Ability to switch between multiple cryptographic primitives, enabling rapid 
adaptations of new cryptographic algorithms without making disruptive 
system changes.

[0]

Software Bill of Materials 
(SBOM)

Object model to what is inside a software. Helps stakeholders to keep 
track of software components and dependencies for better software 
supply chain security.

[1]

Open Worldwide Application 
Security Project (OWASP)

Non-profit foundation that works to improve the security of software. [2]

CycloneDX A standardized and machine-readable format for capturing the 
components that comprise software (SBOM), hardware (HBOM), services 
(SaaSBOM), AI/ML models (AI/ML-BOM), and cryptography (CBOM).

[3]
[4]

Cryptography Bill of Materials 
(CBOM)

Object model to describe cryptographic assets and their dependencies. 
CBOM is an extension of the CycloneDX standard for SBOMs

[5]
[6]

Bögli et al. “BF-CBOM: Uncovering Cryptographic Assets Through Comparative CBOM Analysis at Scale”, ICPC'26 Tool Demo
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